
October 13, 2018 
 
 
 
 
 
 
 
Dear ________: 
 
We are writing to inform you of a recently corrected security flaw in the Employees Retirement System 
of Texas (ERS) online portal. The flaw allowed certain ERS members who logged in with their user name 
and password, and used a particular function to input search criteria, to view some information that was 
not theirs. We have conducted a thorough investigation and determined that it is very unlikely that your 
information was seen. We have no reason to believe that anyone’s information was used for fraudulent 
purposes. ERS cannot be certain of this, however, so we are notifying you out of an abundance of caution. 
ERS did not meet our usual high standards to protect your information in this instance. As a result, we 
have arranged with Experian Consumer Services to provide you with one year of identity protection 
services, including credit monitoring and identity theft restoration coverage, at no cost to you.  
 
How did this happen? 
On August 17, 2018, ERS learned from a concerned member that a specific search function accessible to 
certain ERS members who logged into the password-protected portal called ERS OnLine was not 
working properly. The member discovered it while conducting a search for his own information and saw 
data for 50 other members. ERS verified that the data he could have seen were names, ERS member IDs 
(known as EmplIDs) and Social Security numbers. Those 50 members are being notified separately. ERS 
and outside data security experts thoroughly investigated the issue and believe that the vast majority of 
ERS members visiting ERS OnLine did not conduct this type of search.  
 
What action has ERS taken? 
We immediately shut down ERS OnLine and disabled that specific search function. Our investigation 
showed that a coding error in the system caused the malfunction between January 1, 2018 and August 17, 
2018. ERS has thoroughly reviewed the online portal and this specific function, and believes that member 
information and the online portal are secure. ERS has taken and continues to take additional measures to 
prevent this from happening in the future. These measures include new controls and additional quality 
assurance to enhance web portal security and monitoring. 
 
How can I enroll in the offered services? 
As a precaution, ERS has automatically enrolled you in identity restoration services with Experian. If you 
believe there was fraudulent use of your information due to this incident and would like to discuss how 
you may be able to resolve those issues, please reach out to an Experian agent. If it is determined that 
identity restoration support is needed after you have talked with an agent, then an Experian Identity 
Restoration agent will work with you to investigate and resolve each incident of fraud that may have 
occurred. This can include appropriate help with contacting credit grantors to dispute charges and close 
accounts, freezing your credit file with the three major credit bureaus, and contacting government 
agencies to help restore your identity to its proper condition. This service will be available to you for one 
year from the date on this letter. Please see below for more information on these services. 
 
 
 
 



If you have any questions, or if we can be of further assistance, please call (877) 736-2221. We apologize 
for any distress or inconvenience this may cause you, and deeply regret that it happened.  
 
We work extremely hard to protect all of the information entrusted to us and will continue to do so.  
 
 
Sincerely, 

 
 
 
 
 

Porter Wilson 
Executive Director  
 
 
 
 
 
In addition, we have enclosed Information about Identity Theft Protection so that you can learn ways to 
protect yourself. 
 
 

Information about Identity Theft Prevention 
 

We recommend that you regularly review statements from your accounts and periodically obtain your credit 
report from one or more of the national credit reporting companies.  You may obtain a free copy of your 
credit report online at www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an 
Annual Credit Report Request Form (available at www.annualcreditreport.com) to:  Annual Credit Report 
Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281.  You may also purchase a copy of your credit 
report by contacting one or more of the three national credit reporting agencies listed below. 
 

Equifax, P.O. Box105139, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com   
Experian, P.O. Box 2002, Allen, TX 75013, 1-888-397-3742, www.experian.com 
TransUnion, P.O. Box 6790, Fullerton, CA 92834-6790, 1-800-916-8800, www.transunion.com 

 
When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that 
you did not initiate or do not recognize. Look for information, such as home address and Social Security 
number, that is not accurate. If you see anything you do not understand, call the credit reporting agency at 
the telephone number on the report. 
 
We recommend you remain vigilant with respect to reviewing your account statements and credit reports, 
and promptly report any suspicious activity or suspected identity theft to us and to the proper law 
enforcement authorities, including local law enforcement, your state’s attorney general and/or the Federal 
Trade Commission (“FTC”).  You may contact the FTC or your state’s regulatory authority to obtain 
additional information about avoiding identity theft. 
 
• Federal Trade Commission, Consumer Response Center  

600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), 
www.ftc.gov/idtheft 

 



You may want to order copies of your credit reports and check for any medical bills that you do not 
recognize. If you find anything suspicious, call the credit reporting agency at the phone number on the 
report. Keep a copy of this notice for your records in case of future problems with your medical records. 
You may also want to request a copy of your medical records from your provider, to serve as a baseline.  
 
Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your 
creditors on notice that you may be a victim of fraud:  an initial alert and an extended alert.  You may ask that 
an initial fraud alert be placed on your credit report if you suspect you have been, or are about to be, a victim 
of identity theft.  An initial fraud alert stays on your credit report for at least 90 days.  You may have an 
extended alert placed on your credit report if you have already been a victim of identity theft with the 
appropriate documentary proof.  An extended fraud alert stays on your credit report for seven years.  You 
can place a fraud alert on your credit report by calling the toll-free fraud number of any of the three national 
credit reporting agencies listed below. 

 
Equifax: 1-800-525-6285, www.equifax.com 
Experian: 1-888-397-3742, www.experian.com 
TransUnion: 1-800-680-7289, www.transunion.com 

 
Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your 
credit file, so that no new credit can be opened in your name without the use of a PIN number that is issued 
to you when you initiate a freeze.  A credit freeze is designed to prevent potential credit grantors from 
accessing your credit report without your consent. If you place a credit freeze, potential creditors and other 
third parties will not be able to get access to your credit report unless you temporarily lift the 
freeze. Therefore, using a credit freeze may delay your ability to obtain credit.  In addition, you may incur 
fees to place, lift and/or remove a credit freeze.  Credit freeze laws vary from state to state.  The cost of 
placing, temporarily lifting, and removing a credit freeze also varies by state, generally $5 to $20 per action 
at each credit reporting company.  Unlike a fraud alert, you must separately place a credit freeze on your 
credit file at each credit reporting company. Since the instructions for how to establish a credit freeze differ 
from state to state, please contact the three major credit reporting companies as specified below to find out 
more information. 
 

Equifax, P.O. Box 105788, Atlanta, GA 30348, www.equifax.com  
Experian, P.O. Box 9554, Allen, TX 75013, www.experian.com  
TransUnion, LLC, P.O. Box 2000, Chester, PA, 19022-2000, www.transunion.com 
 

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the 
national credit reporting agencies listed above. 
 


